Director Notes

Managing Supply Chain Sustainability and Risk
by Lee Buddress, Ph.D., C.P.M.

While supply chain risk and sustainability are the two greatest concerns in supply chain
management today and are frequently intertwined, they are often viewed in isolation.
Most of the existing literature on supply chain risk substantially ignores the impact that
the buying ﬁrm and its activities have on external supply chain risk. This report argues
that supply chain risk and sustainability should be addressed concurrently in strategic
and operational plans. Boards can provide guidance, in their oversight role, to direct
the consideration of supply chain risk and sustainability collectively, rather than as
separate concerns.
In its broad connotation, the supply chain encompasses the
processes of sourcing, transportation and logistics, warehousing and inventory control, production planning and
control, and outbound distribution of finished products.
Twenty-first century supply chains are lengthy, complex,
and geographically disbursed and, therefore, fraught with
uncertainty. The result is increased inventory, increased
risk, and increased cost.

Deﬁning Supply Chain Risk
In today’s highly volatile business environment, turbulence
and uncertainty properly describe many marketplaces and
significantly increase the need to focus attention on all
of the exposures an organization may have, both internal and external.1 Supply chain risk has generally been
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defined as the potential occurrence of supply events that
may have significant detrimental impact on the purchasing firm.2 Instability, coupled with increasingly sensitive
supply chains, has led some organizations to rethink supply chain management practices.3 Risk reduction can be
accomplished by actions that either reduce the likelihood of
potentially negative events or reduce the extent of negative
impact should such events occur.4 There are two types of
external risks: those that are unique to a particular supplier, and those that affect an entire group of suppliers or
an entire industry.
Much of the focus to date has been on the supply chains
that lead to the buying firm. This perspective ignores the
buying firm itself, as well as the path to the final consumer.
Taking a different view of supply chain risk, the buying

firm is in the middle of the supply chain. Features that
attract and retain customers include product or service
design, lead time, cost, quality and durability, and service. Does the product or service perform as needed by
the customer? Is it available when and where it is needed?
Is it cost competitive (not necessarily the cheapest)? Is the
level of quality appropriate, and does the product serve the
intended life for the customer? Is there a sufficient level of
after-sale service (including parts availability)?
Therefore, the following definitions of supply chain risk are
proposed:
1 Events or actions that result in a transaction or project
differing negatively from budget or plan.

2 Events or actions that prevent delivery to customers as
promised.

In either case, the result is harm to the organization that
requires both remedial and preventive action.
Even failures in transportation networks, which are often
selected by suppliers, can lead to nondelivery, increased
or uncertain lead times, increased prices for delivered
products, damage, and increased inventories, as managers
invoke buffer strategies to deal with the other challenges.
Organizations typically attempt to protect themselves
from all of these risks with voluminous contract terms and
conditions that transfer the consequences of such risks to
the supplier.
Attempts to mitigate external supplier-based failures often
fall into safety or buffer actions and sourcing actions.
Organizations may increase safety stock to offset poor
supplier delivery reliability, or they may resort to safety
lead time, ordering well in advance of real need dates. The
buffer-oriented approach may protect the firm by limiting
the extent of damage;5 however, any reduction in damage as
a result of inventory increases may be substantially offset
by the costs associated with increased inventory investment
and carrying costs.
Alternatively, organizations may employ several sources for
the same products, thus minimizing risk from the failure
of a single supplier. However, assuming that the firm starts
with the most reliable supplier, buying from additional,
less reliable suppliers increases the probability of a supplier
failure. Both actions also conflict with the lean supply chain
objectives many firms subscribe to, as well as the financial
objectives of organizational sustainability, to say nothing of
loss of volume discounts or increased administrative costs.6

2

Director Notes Managing Supply Chain Sustainability and Risk

Behavior-based management may work well to address risk
that is based in a supplier or in its management of its suppliers.7 However, such efforts are not effective when the risk
is not essentially independent (i.e., not shared with other
organizations). Problems such as those present in transportation networks are shared, as is often the case for industry
risk and other situations in which the risk affects the entire
supply base or its major segments. Managing instances of
such risk as if they were isolated circumstances will prove
ineffective and wasteful of management resources.
Another limitation to buffer-based risk management
approaches can be found in recognizing that, for the class
of large multifaceted risks, the risk is shared, and advantage may not accrue to using multiple sources except in
the very limited condition where differential exposure can
be found to the general risk. In other words, buffering
strategies may address one facet of large multifaceted risk,
but may not be effective with other facets. This limiting
condition is addressed, for example, when a firm uses local
suppliers to limit the extent of transportation-based risk.
External supply chain risk and methods to ameliorate it
have been researched, evaluated, assessed, and classified
in great detail.8 But of what is there a risk, and to whom?
Underlying all of this is the concern by the buying firm of a
transaction or a project gone wrong. The foundation issues
here are planning, budgeting, and budget variances.
When transactions or projects are envisioned, budgets are
prepared, funds are allocated, and timelines are established, all based on the assumption of completed, correct
transaction, with small allowances sometimes included for
contingencies. While certain costs, such as administrative
costs (purchase order costs, engineering, etc.), the costs of
materials, transportation and receiving, are expected and
are typically included, a number of potential unbudgeted
events may occur. The following are some examples:

•
•
•
•
•
•
•
•
•

Back orders
Late deliveries
Defective material costs
Costs of rejected goods
Production stop costs
Project delay costs
Air freight
Cost of warranty failures
Extra inventory cost
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•
•
•
•

Services incorrectly performed
Invoice errors
Highly variable lead times
Freight damage

These and other unplanned events have two potential
consequences: time delays and cost overruns. The net result
is that the buying firm incurs substantial costs above and
beyond the budgeted amounts. If supply chain risk—i.e.,
risk of an unsatisfactory transaction or project—is evaluated in its entirety, the buying firm must be a significant
part of the examination.
When considering even this short list of unplanned events
and costs, it is obvious that internal activities and policies
have a great deal to do with the success and cost-effectiveness of a transaction or project. Even the events that can be
ascribed to suppliers may stem from some internal activity.
For example, a late supplier delivery may be the result of
the buying firm’s failure to order at the supplier’s normal
lead time. Jörn-Henrik Thun and Daniel Hoenig identified
internal supply chain risk, but only to the extent of evaluating how German automotive companies assessed and
attempted to manage external supply chain risk through
preventive or reactive measures.9 The limitations of this
study beg the question, “What of all of the other risk-inducing policies and actions from within the buying firm?”
Supply chain managers may find it most fruitful to focus
both remedial and preventive activities on those events
that impact the organization’s ability to serve customers,
that have a high probability of occurrence, and over which
the organization has some measure of control. From that
perspective, organizations should examine supplier performance measures, sourcing strategies, internal operations,
and internal policies, especially those that, in hindsight,
might impact supply chain risk.

Internal Supply Chain Risk Categories
There are two broad categories of internal supply chain
risk: actions taken within the firm and the firm’s policy
decisions. The latter includes determinations such as outsourcing and the adoption of strict lean practices. Without
doubt, outsourcing, with its extended supply chains,
increases exposure to supply chain risks.10 A central theme
of lean supply chains is a reduction of inventory to the
barest minimum. While this may be an efficient and costeffective way of operation, it presumes faultless supplier
performance—a risky presumption at best. There is a fine
line between lean and starving to death, with many firms,
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without realizing it, falling into the latter category. A policy
that is overly focused on cost reduction results in the selection of suppliers that are cheap, but may not be of the highest quality or greatest reliability. A determination to reduce
the supply base has many advantages, not the least of which
is a reduction in the probability of a supplier failure, since
the reduction process starts by eliminating the least reliable
supplier. At the same time, however, it increases the cost
of a supplier failure, if one should occur. All of these are
examples of internal policy decisions that may profoundly
influence the likelihood of a successful transaction.
Internal actions that affect supply chain risk start at the
conceptual stages of a transaction or project. Failure to
identify specifications or to complete designs within the
allotted time frames compresses the rest of the project
timetable. This typically results in rush orders to suppliers,
which are both costly and risky. Likewise, poorly drawn
specifications or incomplete designs are guaranteed to
result in unsatisfactory transactions or projects.
While a supply chain manager can institute internal action
or influence the actions of critical suppliers, if risk is the
result of factors beyond the control of the focal firm or its
suppliers, then supply chain risk management becomes a
very challenging proposition. In those circumstances not
involving industrywide constraints, supply chain managers have the ability to drastically reduce overall supply
chain risk through the reevaluation of internal policies and
actions. Again, the focus should be on those activities that
have high probabilities of occurrence, those over which the
focal firm has some degree of local control and especially
those that affect customer service.
The following is a list of broad categories of external and
internal supply chain risk, with examples of each. Firms
should consider their own firm-specific risks within these
broad categories.
External Supply Chain Risk Categories
Governmental actions

•

Lack of intellectual property protection, resulting in
loss of revenue

•

Regulatory variability, such as changing environmental
regulations or labor laws

Infrastructure deficiencies

•

Port congestion due to inadequate facilities or a lack of
water depth to accommodate new, larger vessels
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•

Highway inadequacies resulting in delivery-causing
delays or product damage

•

Ethical policies that allow some gratuities, which invite
transgressions

Supplier difficulties

Resources

•

Production problems, delays, or failure to meet specifications

•

•

Inadequate finances that limit supplier growth capability

Financial resources that are inadequate to serve customer
requirements into the future

•

Social responsibility failures

•

Labor qualifications, sufficient numbers, and labor relations

•

Technology: communications, automation, enterprise resource planning

Logistical problems

•

Lack of proper equipment, including rail cars,
transoceanic cargo container capacity, chassis, etc.

•

Late deliveries or freight damage

•

Shrinkage in transit

Operational

•

Quality defect rates that are unacceptable

•

Productivity rates that are not competitive

•

Forecasting

Price

•

Volatility of pricing in cost-driver materials

•

Exchange-rate fluctuations that result in
unplanned cost increases

Time compression

•

Delayed engineering, while project due dates remain
constant

•

Delayed ordering, resulting in “rush” orders, which are expensive and risky for both buyer and supplier

Terrorism

•

Cyber attacks

•

Counterterrorism requirements like early documentation
submission and inspection requirements

Natural disasters

•

Super storms

•

Earthquakes

Accidents

•

Errors in judgment that cause supplier delays

•

Mistakes such as defects in production, inventory picking
errors, etc.

Internal Supply Chain Risk Categories
Policies

•
•
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Low-bid policies that require purchase from a low bidder and
do not consider capability
FOB destination (“free on board”: the point at which title
transfers from seller to buyer) that is easy for the buying
organization, since suppliers manage transportation, but
disguises transportation costs because costs are rolled into
the delivered price the supplier charges
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Sustainability
Sustainability is often characterized as having three pillars:
environmental sustainability, social responsibility, and
organizational sustainability, also referred to as the triple
bottom line.11

Environmental sustainability
Environmental concerns are intricately linked to various
aspects of the supply chain.12 Environmental sustainability
includes:

•

minimizing an organization’s use of nonrenewable resources;

•

minimizing consumption of all forms of energy;

•

minimizing or eliminating effluent discharge;

•

eliminating or minimizing atmospheric and carbon emissions;

•

minimizing landfill deposits; and

•

minimizing hazardous materials use.

The concepts reuse, recycle, rebuild, and resale are core to
the effectiveness of minimization efforts.
Ikea is a prime example of the design of products and packaging collectively to minimize material requirements and
reduce shipping costs.13 When Dell sought alternatives for
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packaging strong enough to ensure that products arrived
at customers undamaged, but also lighter to help reduce
shipping costs, it found a Chinese company that produced
cardboard packaging using bamboo fibers. The strength of
bamboo, combined with the fact that it is a fast-growing,
renewable resource, made it good option: 70 percent of Dell
notebooks now ship in bamboo cardboard packages.14
Honda has realized significant publicity as a result of
achieving its “zero landfill” target in North America.15
Honda’s goal was to have all 14 plants send almost zero
waste to landfills. In 2001, 62.8 pounds of industrial waste
was going to landfills for each vehicle produced. By carefully analyzing the trash and looking at the various waste
streams, as of mid-2012, that amount was down to 1.76
pounds per vehicle.16 As an example, the sand used to make
molds for castings was previously sent to landfills from its
engine plants. Now the sand is used as mulch, landscaping materials, and in concrete. In 2010, the plants recycled
9,400 tons of sand. Ten of Honda’s plants don’t send any
waste to landfills, while the others send less than half of 1
percent of operating waste to disposal sites, some of which
(paint byproducts) are not allowed by EPA to be recycled.

Social responsibility
Social responsibility encompasses ethical behavior, gender
equity, living wage payment, use of appropriate labor, and
labor relations. Ethical behavior spans an array of activities, from truthful financial reporting to abstaining from
price fixing activities to prohibiting bribery in any form.
Gender equity relates to treating men and women equally
in the workplace, in terms of equal pay and equal advancement opportunities. Regardless of where an organization
operates, it is socially responsible to pay employees a living
wage. Use of appropriate labor means using suppliers that
do not employ child or prison labor or operate sweatshops,
a continuing problem in the garment industry. Excellent
labor relations would include allowing employees the freedom of assembly and freedom to unionize and minimizing
adversarial relationships with unions.
Social responsibility, including ethics, is a foundational
value for many organizations. Violations of ethical standards and social responsibility put firms at significant risk.
A few recent examples may serve to illustrate the effects
of negative behavior. Wal-Mart is embroiled in a bribery
investigation that focused on its Mexican operations, but
news of the scandal raised questions about transactions in
other areas, seriously damaging the company’s reputation
and its expansion plans. Amid revelations of the alleged
bribes in Mexico, the New York Times reported in 2012
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that New York City was investigating a possible WalMart land deal in Brooklyn, California had requested a
formal audit of a proposed Wal-Mart store in San Diego,
and Boston-area residents were pressuring politicians to
disclose whether they have received contributions from the
company.17 As of June 2014, at least eight of Wal-Mart’s
most senior executives in Mexico, India, and Bentonville,
Arkansas, departed the company since Wal-Mart learned
of the New York Times’s investigation during the latter part
of 2011, though none were cited by Wal-Mart as a way to
clean house after those scandals.18
In May 2014, the former head of GlaxoSmithKline’s China
unit and two other executives were charged with corruption following bribery allegations.19 In 2012, French drug
company Sanofi was fined 20 million euros and the general
manager of its Algerian operation was given a one-year suspended prison sentence for overcharging for raw materials
for drugs.20 The European Commission fined 17 steelmakers a total of 518 million euros (USD $635 million) for price
fixing in 2010.21 AU Optronics (computer and smartphone
displays),22 and Denso (auto parts) were convicted of price
fixing in 2012.23 LG Display Co. Ltd., Sharp Corp., and
Chunghwa Picture Tubes Ltd. were fined USD $585 million for the same offense in 2008.24 Johnson & Johnson,
the health care conglomerate, was fined USD $70 million
for bribing doctors.25 Panasonic Corp. is under investigation for paying bribes to secure orders for its Panasonic
Avionics division.26 In each of these cases, obvious ethics
violations (to say nothing of legal violations) damaged the
reputations of these firms and impacted organizational
sustainability and operations.

Organizational sustainability
Organizational sustainability requires that an organization maintain financial viability while acting with social
responsibility and minimal environmental impact. This
means that profitability will be maintained, customers will
be satisfied, and the organization will refrain from activities that will damage its perception by both current and
potential customers and suppliers. All of this leads to longterm viability.
In the broader context, supply chains begin with sourcing—finding the best, most capable suppliers, worldwide,
and developing long-term, collaborative relationships
with them. Goods must be moved from their origins to the
points of use, so transportation and logistical activities
are next. When goods arrive, warehousing and inventory
control must be managed with care. Production planning
and control and quality-control activities follow. Finally,
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inventorying and distribution of finished products to
customers ends the supply chain. All of these steps include
fertile ground for the application of sustainable concepts.
When an organization embraces sustainability, it changes
virtually everything throughout a supply chain, beginning
with sourcing. (It should be noted that the primary focus
of this discussion is industrial, governmental, and institutional activity, not purchasing for resale or retail.) The
reason for this is motivation. When an industrial buyer sets
out to procure material, it is for an existing need. Someone
in the organization needs something, fills out a requisition, and forwards it to the purchasing department, which
locates a qualified supplier and orders the product. In
contrast, retail buyers typically buy in anticipation of need.
They buy what they hope their customers will want, based
on an intimate knowledge of their local customer base.
Sometimes they are successful, and sometimes the goods
end up on the markdown table.
An organization with a sustainable focus will seek out a
supply base with similar dedication. One measure of an
organization’s sustainability focus is ISO 14000 registration. Most organizations are familiar with ISO 9000, the
quality process certification. Under that standard, an organization identifies its manufacturing and quality processes
and simplifies them, as appropriate. Documentation of the
improved processes is produced, employees are trained in
the proper, improved processes, and third-party auditors
inspect and certify that all of these steps have been properly accomplished. While certification does not guarantee
defect-free quality products, it indicates that the supplier
has sufficient concern and attention to its quality processes
to have undergone the third-party evaluation process.
The same process applies to ISO 14000, the environmental companion piece to ISO 9000. This certification often
becomes the first cut in a sustainable supplier selection
process. Firms that have not undergone the rigors of thirdparty inspection may have a focus on sustainability, but
there is no external verification. Since it is impractical for
any organization to inspect every potential supplier, the
ISO 14000 registration serves as assurance that the supplier
has subscribed to the tenets of sustainability. Clearly, this is
not the only assessment of a supplier’s commitment to the
principles of sustainability, but it is a commonly used one.
There are many examples of organizational sustainability
in practice. In ocean transportation, most major carriers
have subscribed to the concept of “slow steaming,” slowing
the cruising speed of their ships from 24 to 18 knots, resulting reduced fuel consumption (and expenditures), improved
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sustainable performance, and lower environmental impact.
Maersk, the world’s largest steamship line, has introduced
this practice to all of its fleet of more than 500 vessels.27
Many countries now require vessels within 200 miles of
their coastlines to switch to low-sulfur diesel fuel from the
more harmful bunker fuel.28
Warehouse owners are installing solar panels on roofs.
Forklifts are powered electrically or by fuel cells. Lowenergy systems are increasingly used for lighting. Routing
systems use technology to minimize the distance an
order picker must travel to fill an order and to minimize
miles traveled to make necessary deliveries by sequencing the loading of trucks so that the last-stop materials
are loaded first, and the first-stop materials are loaded
last. Warehouse management systems calculate the level
of inventory necessary to meet management goals for fill
rates, reorder points and order quantities, while minimizing inventory investment (and, therefore, the resources
consumed by excess inventories).
Production planning systems such as just-in-time (JIT) and
lean strive toward the goal of single-piece flow in manufacturing processes to minimize work-in-process inventory. In
addition to reducing inventory investment, this minimizes
space requirements. The result is better cash flow and
increased organizational sustainability.
Forecasting software assists planners in determining
finished goods levels that minimize inventory investment
while meeting target fill-rate levels. The distribution of finished products benefits from the use of logistical planning
and control tools previously discussed.
These are all examples of the myriad of tools available to
organizations to help minimize the use of resources and
energy, minimize environmental impact, increase organizational sustainability by improving financial performance,
and reduce supply chain risk. Demonstrating the increasing sustainable imperative of today’s organizations, a 2012
study found that more than 60 percent of companies have
changed their business models to include sustainability as a
permanent element of their management agendas.29
While the risks from suppliers have been investigated in
detail, the supply chain risks that are generated internally
or that impact delivery to customers have been largely
ignored. Similarly, while much has been written about sustainability in context of the purchasing organization and its
suppliers, the interactions between supply chain risks and
sustainability have received little or no attention.
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Integrating Supply Chain Risk and
Sustainability
As discussed above, supply chain risks generally encompass internal risks (primarily policies and operations) and
external risks, such as those stemming from governmental actions, supplier problems, and logistical difficulties.
Sustainability is typically defined with three categories:
the environment, social responsibility, and organizational
sustainability. Actions in one area invariably have consequences in the other. For these reasons, addressing supply
chain risk and sustainability collectively makes sense.
The box below shows broad categories of internal and
external risk and sustainability. For a number of reasons
(including profitability, customer pressures, and governmental requirements), these categories are often intertwined. For example, logistical risks may relate to energy
consumption, atmospheric emissions, labor relations, and
profitability, among others. Hazardous material use relates
to ethics, accidents, governmental regulations, and suppliers. If a firm is discovered to have acted unethically in one
country, say, by using bribery to access prime locations,
it could result in other states or countries stopping all of
that firm’s projects to investigate each transaction. Clearly,
such behavior will impact the firm, its profitability, and
the firm’s reputation with its customers. Even if suppliers are found to have acted outside the norms of social
responsibility (for example, using child labor or not paying

a fair wage), the buying organization will be caught in
the reflected harsh light. Therefore, supply chain risk and
sustainability risk should be considered collectively in both
strategic planning and organizational activity.
Profitability Sustainability is profitable.30 Reducing waste
promotes improved financial performance while minimizing disposal costs, increasing production yields, and
reducing procurements costs. Reuse, repurpose, recycling,
and rebuilding activities take advantage of the investments
already made. Many companies tout their sustainability
accomplishments and the resulting financial benefits. Any
sustainability activity that significantly affects profitability
deserves inclusion in the strategic planning process.
Customer pressures Improving environmental performance
distinguishes an organization, provides a marketing catalyst, and improves customer loyalty. It may even enable a
company to command premium pricing, enhancing revenue. Customers are increasingly well-informed about the
environmental practices of their suppliers. Where adverse
activities take place, customers are demanding change, and,
if suppliers are not responsive, they may seek governmental
regulation.31
Companies that are using environmental improvements
to their advantage include Sara Lee, which implemented a
life-cycle analysis scorecard to evaluate the environmental impact of all stages of a product’s life and to enable
financial analysis of the environmental impacts. Procter

Categories of Supply Chain Risk and Sustainability
Supply Chain Risk

Sustainability

External

Internal

Environmental

Social responsibility

Organizational

Governmental

Policies

Ethics

Profitability

Infrastructure

Administrative
resources

Nonrenewable
resource use

Gender equity

Customer perception

Living wage

Organizational
resources

Supplier
Logistical
Terrorism
Natural disasters
Accident

Energy consumption

Operational

Effluent discharge

Ethics

Atmospheric
emissions

Organizational
resources

Appropriate labor
Labor relations

Long-term viability

Hazardous material
use

Ethics
Price
Source: Lee Buddress
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& Gamble developed a supplier environmental scorecard
that is used to track supplier environmental progress and to
share savings with suppliers. Puma developed an environmental profit and loss statement for its global supply chain.
All of these companies have enhanced marketing opportunities and improved customer retention.32
Governmental requirements Several examples of governmental requirements are worth noting. The EU Directive
2011/65/EU (known as RoHS—Restriction of the Use
of Certain Hazardous Substances)33 bans the use of
certain hazardous materials, while EU Regulation EC
1907/2006 (known as REACH—Registration, Evaluation,
Authorisation and Restriction of Chemicals) requires that
safety data for chemicals “of very high concern” for their
environmental risks be submitted for evaluation.34 These
chemicals may be banned or restricted if the European
Chemicals Agency deems it necessary.35
California passed the California Transparency in Supply
Chains Act of 2010, which took effect on January 1, 2012.
The law requires large firms (those with annual worldwide
gross receipts of $100 million or more) to post conspicuously on their websites disclosure of their efforts to eradicate slavery and human trafficking from their direct supply
chains.36 The Act’s stated intent is “to ensure large retailers
and manufacturers provide consumers with information
regarding their efforts to eradicate slavery and human
trafficking from the supply chains, to educate consumers
on how to purchase goods produced by companies that
responsibly manage their supply chains, and, thereby,
improve the lives of victims of slavery and human trafficking.”37 However, some say the true intent behind the law is
to raise public awareness so that companies will be encouraged (through pressure from consumers, shareholders, and
other stakeholders) to voluntarily police their own supply
chains.38
Efforts to thwart the sale of conflict diamonds to prevent
the revenue from such sales from being used to support
unscrupulous dictatorships or financing repressive conflicts are widely known. Now, the same notion is being
applied to conflict minerals under the Dodd–Frank Wall
Street Reform and Consumer Protection Act, which
directed the US Securities and Exchange Commission to
issue rules requiring certain companies to disclose their
use of conflict minerals (including tantalum, tin, gold, or
tungsten) if those minerals are “necessary to the functionality or production of a product” manufactured by those
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companies.39 (On May 2, 2014, the SEC issued a partial
stay of the effective date of the conflict minerals rules.)40
Firms are required to investigate their supply chains to
determine if they “manufacture or contract to manufacture
products that contain conflict minerals.”41 In other words,
the purpose is to restrict use of funds where human rights
abuses exist. The European Commission and the Canadian
government are pursuing similar rules.42 Since the risks
stemming from noncompliance are considerable, all of
these regulations require understanding of an organization’s supply chains beyond the superficial. These requirements may impact risk, profitability, resource use, ethics,
social responsibility, and customer perceptions.

Conclusions
Supply chain risk is a foremost concern in today’s global
business environment. As organizations expand their
scopes to include international operations, supply chain
management becomes an increasingly critical function.
While outside sources may pose extensive and expansive
risks to buying organizations, the policies and actions of
the buying firm may pose an even greater risk of transaction or project failure. Unlike external risks, which may
be entirely or partially uncontrollable by the purchaser,
the generators of internal supply chain risk generators are almost always within the control of the buying
firm. However, while a great deal of attention is paid to
external supply chain risks, the risks that may arise from
internal policies and actions are often largely ignored.
Sustainability efforts are also increasing pressure on supply
chain managers to improve internal sustainability practices
and to demand the same from their suppliers. According to
a 2012 MIT Sloan/Boston Consulting Group study, 63 percent of respondents said that organizational commitments
to sustainability had increased significantly.
As Nada Sanders, director of EcoNautics Sustainability
Institute at Lehigh University, noted, “Given increasingly
conscientious consumers and growing limits to resource
availability, success in the era of climate change will be
reserved for companies that have sustainable supply chains
and operations.”43 The clear implication is that not addressing supply chain risk and sustainability may put a firm
at considerable risk. Companies should pursue strategies
that recognize that supply chain risk and sustainability are
inextricably intertwined.
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