Director Notes

Strategic Risk Management:
A Primer for Directors
by Mark L. Frigo and Richard J. Anderson

Recent signiﬁcant risk events, including catastrophic weather events, cybercrime,
macroeconomic issues, and supply chain interruptions, have resulted in an increased
focus on risk and risk management by boards of directors. One of the board’s key
oversight roles is to understand the organization’s strategic risks and the relationship
between risk and strategy. This Director Notes describes the factors that are driving
the need for strategic risk management, outlines a strategic risk assessment process,
and offers recommendations for integrating risk management in strategy execution
and measurement.*
As noted by the Committee of Sponsoring Organizations
of the Treadway Commission (COSO), “In the aftermath
of the financial crisis, executives and their boards realize
that ad hoc risk management is no longer tolerable and
that current processes may be inadequate in today’s rapidly
evolving business world.”1 However, especially for nonfinancial companies that may be relatively new to these topics,
enhancing risk management can be a somewhat daunting task.

* This Director Notes is adapted from Mark L. Frigo and Richard J. Anderson,
Strategic Risk Management: A Primer for Directors and Management Teams (2012).

No. DN-V4N15
JULY 2012

This article focuses on two key aspects of the relationship
between risk and strategy: (1) understanding the organization’s
strategic risks and the related risk management processes,
and (2) understanding how risk is considered and embedded
in the organization’s strategy setting and performance
measurement processes. These two areas not only deserve the
attention of boards, but also fit closely with one of the primary
responsibilities of the board—risk oversight.

The Advent of Strategic Risk Management
Enterprise risk management (“ERM”) and risk management
in general can encompass a wide range of risks that face
any organization. Some risks may reflect exposures that,
although harmful, will not threaten the overall health of
an organization or its ability to ultimately meet its business
objectives. For example, a temporary data center outage can
result in a short-term problem or customer dissatisfaction,
but once recovered, the organization can quickly be back on
track. Other more significant risk events can be catastrophic,
resulting in losses that can not only impair an organization’s
ability to meet its objectives, but may also threaten the
organization’s survival. The recent credit crisis is an example
of this type of risk. These more significant risk exposures
have given rise to a focus on “strategic risks” and “strategic
risk management.” “Strategic risks” are those risks that are
most consequential to the organization’s ability to execute its
strategies and achieve its business objectives. These are the
risk exposures that can ultimately affect shareholder value or
the viability of the organization. “Strategic risk management”
then can be defined as “the process of identifying, assessing
and managing the risk in the organization’s business
strategy—including taking swift action when risk is actually
realized.” Strategic risk management is focused on those
most consequential and significant risks to shareholder
value, an area that merits the time and attention of executive
management and the board of directors.
Standard & Poor’s included the following attributes for
strategic risk management in its 2008 announcement that it
would apply enterprise risk analysis to corporate ratings:
Management’s view of the most consequential risks the firm
faces, their likelihood, and potential effect; The frequency
and nature of updating the identification of these top risks;
The influence of risk sensitivity on liability management
and financial decisions, and The role of risk management in
strategic decision making.2

Clearly the potential impact of strategic risks is significant
enough to deserve the attention of the board and its directors.

Strategic Risk Management and the
Role of the Board
At the board level, strategic risk management is a necessary
core competency.3 In Ram Charan’s book, Owning Up:
The 14 Questions Every Board Member Needs to Ask, one
of the questions posed is “Are we addressing the risks that
could send our company over the cliff?” 4 According to
Charan, boards need to focus on the risk that is inherent
in the strategy and strategy execution:
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Risk is an integral part of every company’s strategy; when
boards review strategy, they have to be forceful in asking
the CEO what risks are inherent in the strategy. They need
to explore ‘what ifs’ with management in order to stress-test
against external conditions such as recession or currency
exchange movements.5

Regarding risk culture, Charan provides the following
insight: “Boards must also watch for a toxic culture
that enables ethical lapses throughout the organization.
Companies set rules—but the culture determines how
employees follow them.”6 We believe that corporate culture
plays a significant role in how well strategic risk is managed
and must be considered as part of a strategic risk assessment.

Understanding an Organization’s Strategic
Risks and Related Risk Management Processes
A necessary first step for boards to understand their
strategic risks and how management is managing and
monitoring those risks is a strategic risk assessment. A
strategic risk assessment is a systematic and continual
process for assessing the most significant risks facing
an enterprise. 7 It is anchored and driven directly by the
organization’s core strategies. As noted in a 2011 COSO
report, “Linkage of top risks to core strategies helps
pinpoint the most relevant information that might serve
as an effective leading indicator of an emerging risk.”8
Conducting an initial assessment can be a valuable activity
and should involve both senior management and the board
of directors. Management should take the lead in conducting
the assessment, but the assessment process should include
input from the board members and, as it is completed, a
thorough review and discussion between management and
the board. These dialogues and discussions may be the
most beneficial activities of the assessment and afford an
opportunity for management and the directors to come to a
consensus view of the risks facing the company, as well any
related risk management activities.
The strategic risk assessment process is designed to be
tailored to an organization’s specific needs and culture.
To be most useful, a risk management process and the
resultant reporting must reflect and support an enterprise’s
culture so the process can be embedded and owned by
management. Ultimately, if the strategic risk assessment
process is not embedded and owned by management
as an integral part of the business processes, the risk
management process will rapidly lose its impact and will
not add to or deliver on its expected role.
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The Strategic Risk Assessment Process
There are seven basic steps for conducting a strategic risk assessment:
1 Achieve a deep understanding of the strategy of the
organization The initial step in the assessment process is to
gain a deep understanding of the key business strategies and
objectives of the organization. Some organizations have welldeveloped strategic plans and objectives, while others may be
much more informal in their articulation and documentation of
strategy. In either case, the assessment must develop an overview
of the organization’s key strategies and business objectives. This
step is critical, because without these key data to focus around,
an assessment could result in a long laundry list of potential risks
with no way to really prioritize them. This step also establishes
a foundation for integrating risk management with the business
strategy. In conducting this step, a strategy framework could be
useful to provide structure to the activity.a
2 Gather views and data on strategic risks The next step is to
gather information and views on the organization’s strategic risks.
This can be accomplished through interviews of key executives and
directors, surveys, and the analysis of information (e.g., financial
reports and investor presentations). This data gathering should also
include both internal and external auditors and other personnel who
would have views on risks, such as compliance or safety personnel.
Information gathered in Step 1 may be helpful to frame discussions
or surveys and relate them back to core strategies. This is also an
opportunity to ask what these key individuals view as potential
emerging risks that should also be considered.

3 Prepare a preliminary strategic risk profile Combine and
analyze the data gathered in the first two steps to develop an
initial profile of the organization’s strategic risks. The level of
detail and type of presentation should be tailored to the culture
of the organization. For some organizations, simple lists are
adequate, while others may want more detail as part of the profile.
At a minimum, the profile should clearly communicate a concise
list of the top risks and their potential severity or ranking. Colorcoded reports or “heat-maps” may be useful to ensure clarity of
communication of this critical information.
4 Validate and finalize the strategic risk profile The initial
strategic risk profile must be validated, refined, and finalized.
Depending on how the data gathering was accomplished, this step
could involve validation with all or a portion of the key executives
and directors. It is critical, however, to gain sufficient validation to
prevent major disagreements on the final risk profile.
5 Develop a strategic risk management action plan This step
should be undertaken in tandem with Step 4. While significant
effort can go into an initial risk assessment and strategic risk
profile, the real product of this effort should be an action plan to
enhance risk monitoring or management actions related to the
strategic risks identified. The ultimate value of this process is
helping and enhancing the organization’s ability to manage and
monitor its top risks.
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6 Communicate the strategic risk profile and strategic
risk management action plan Building or enhancing the
organization’s risk culture is a communications effort with
two primary focuses. The first focus is the communication
of the organization’s top risks and the strategic risk
management action plan to help build an understanding
of the risks and how they are being managed. This helps
focus personnel on what those key risks are and potentially
how significant they might be. A second focus is the
communication of management’s expectations regarding
risk to help reinforce the message that the understanding
and management of risk is a core competency and expected
role of people across the organization. The risk culture
is an integral part of the overall corporate culture. The
assessment of the corporate culture and risk culture is an
initial step in building and nurturing a high performance,
high integrity corporate culture.
7 Implement the strategic risk management action plan
As noted above, the real value resulting from the risk
assessment process comes from the implementation of
an action plan for managing and monitoring risk. These
steps define a basic, high-level process and allow for a
significant amount of tailoring and customization to
reflect the maturity and capabilities of the organization.
As shown by Figure 1, strategic risk assessment is an
ongoing process, not just a one-time event. Reflecting the
dynamic nature of risk, these seven steps constitute a
circular or closed-loop process that should be ongoing and
continual within the organization.

For a sample framework, see Mark L. Frigo and Joel Litman, DRIVEN: Business Strategy, Human Actions and the Creation of Wealth (Strategy & Execution, LLC 2008).
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Integrating Strategic Risk Management
in Strategy Setting and Performance
Measurement Processes
The second step for an organization is to integrate strategic
risk management into its existing strategy setting and
performance measurement processes. As discussed above,
there is a clear link between the organization’s strategies and
its related strategic risks. Just as strategic risk management
is an ongoing process, so is the need to establish an ongoing
linkage with the organization’s core processes to set and
measure its strategies and performance. This would include
integrating risk management into strategic planning and
performance measurement systems. Again, the maturity and
culture of the organization should dictate how this performed.
For some organizations, this may be accomplished through
relatively simple processes, such as adding a page or section
to their annual business planning process for the business
to discuss the risks it sees in achieving its business plan and
how it will monitor those risks. For organizations with more
developed performance measurement processes, the KaplanNorton Strategy Execution Model described in The Execution
Premium may be useful. 9 This model describes six stages
for strategy execution and provides a useful framework for
visualizing where strategic risk management can be embedded
into these processes.
Stage 1: Develop the strategy This stage includes
developing the mission, values, and vision; strategic
analysis; and strategy formulation. At this stage, a strategic
risk assessment could be included using the Return Driven
Strategy framework to articulate and clarify the strategy
and the Strategic Risk Management framework to identify
the organization’s strategic risks.
Stage 2: Translate the strategy This stage includes developing strategy maps, strategic themes, objectives, measures,
targets, initiatives, and the strategic plan in the form of
strategy maps, balanced scorecards, and strategic expenditures. Here, the strategic risk management framework would
be used to develop risk-based objectives and performance
measures for balanced scorecards and strategy maps, and
for analyzing risks related to strategic expenditures. 10 At this
stage, boards may also want to consider developing a risk
scorecard that includes key metrics.
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Stage 3: Align the organization This stage includes aligning
business units, support units, employees, and boards of
directors. The Strategic Risk Management Alignment
Guide and Strategic Framework for GRC (Governance,
Risk and Compliance) would be useful for aligning risk
and control units toward more effective and efficient
risk management and governance, and for linking this
alignment with the strategy of the organization. 11
Stage 4: Plan operations This stage includes developing the
operating plan, key process improvements, sales planning,
resource capacity planning, and budgeting. In this stage,
the strategic risk management action plan can be reflected
in the operating plan and dashboards, including risk
dashboards. One organization we worked with developed
a “resources follow risk” philosophy to make certain that
resources were appropriately and efficiently allocated. This
philosophy focused on ensuring that resources used in
risk management are justified economically based on the
relative amount of risk and cost-benefit analysis.
Stage 5: Monitor and learn This stage includes strategy and
operational reviews. “Strategic risk reviews” would be part
of the ongoing strategic risk assessment, which reinforces
the necessary continual, closed-loop approach for effective
strategy risk assessment and strategy execution.
Stage 6: Test and adapt This stage includes profitability
analysis and emerging strategies. Emerging risks can be
considered part of the ongoing strategic risk assessment in
this stage. The strategic risk assessment can complement and
leverage the strategy execution processes in an organization
toward improving risk management and governance.

For more information about integrating risk management
in the strategy execution model and a discussion of risk
scorecards, see “Risk Management and Strategy Execution
Systems.”12
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Final Thoughts: Moving Forward
with Strategic Risk Management
Management teams and boards must challenge themselves
and their organizations to move up the strategic risk
management learning curve. Developing strategic risk
management processes and capabilities can provide a
strong foundation for improving risk management and
governance. Boards may want to consider engaging
independent advisors to advise and educate themselves
on these matters. For organizations that are early in this
process, the seven keys to success for improving ERM as
described in a 2011 COSO Thought Leadership Paper may
be useful, and are applicable in strategic risk management:
1 Support from the top is a necessity
2 Build ERM using incremental steps
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3 Focus initially on a small number of top risks
4 Leverage existing resources
5 Build on existing risk management activities
6 Embed ERM into the business fabric of the organization
7 Provide ongoing ERM updates and continuing education for
directors and senior management13

However the board decides to proceed, their leadership,
direction, and overall oversight will be critical to the
success of a strategic risk management process.
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