Director Notes

Risk Oversight Practices:
Insights from Corporate Directors
by André Brodeur and Martin Pergler

While most boards have taken on the challenge of upgrading their risk oversight
capabilities, there is significant diversity across companies in their approach to
this challenge. In addition, their sense of urgency toward adopting best practices
also varies greatly from case to case. Based on a series of interviews with corporate
directors, this report highlights the common themes that emerge from the practices
of boards at the forefront of enterprise risk management.

I

n these difficult times, many corporate directors wonder
if they and their boards are doing all they should to fulfill
their fiduciary duty with respect to risk oversight.

confidentiality, are shown in italics.) In particular, the
report highlights a set of concrete emerging best practices
for boards in this important area of responsibility.

To address this concern and identify current practices in
this area, The Conference Board, in collaboration with
McKinsey & Company and the Global Association of Risk
Professionals, recently conducted a series of interviews
with corporate directors. Interview participants included
20 members of U.S. public company boards, representing a
variety of business sectors (including manufacturing, high
tech, real estate, food services, retail, telecommunications,
air travel, energy, health care, and banking) and ranging in
size from $150 million to over $30 billion in revenues.

General Observations

This Director Notes summarizes the most important
insights obtained from the interviews. (Representative
actual quotes from directors, unattributed to preserve
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Undoubtedly, board members appear more sensitive than
ever before to the risk exposure of their company, and risk
oversight is increasingly being recognized as an area of
responsibility of its own.1 While most boards have taken
on the challenge of upgrading their risk oversight capabilities, there is significant diversity across companies in their
approaches to this challenge. In addition, their sense of
urgency toward adopting best practices also varies greatly
from case to case.
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For a discussion of findings from a prior research that employed a similar
methodology, see Carolyn K. Brancato, Ellen Hexter, and Matteo Tonello,
The Role of U.S. Corporate Boards in Enterprise Risk Management, The
Conference Board, Research Report 1390, 2006.

Level of board involvement This diversity does not
appear to be connected to either business sector or
company size. In particular, there are small companies
that have made risk oversight a core plank of the board
agenda as well as large companies where the board’s
involvement in risk management is minimal—sometimes
competitors in the same sector are at either end of the
spectrum. While financial institutions and energy companies in general have the longest history of developing
the risk oversight capabilities of their directors, a number
of corporate boards in other sectors have become equally
attentive to risk issues.
Sense of urgency The sense of urgency for improving
risk oversight is also highly variable. Some board
members feel the need to “reform” risk oversight quite
urgently, while others have a much more “wait-and-see”
attitude. Understandably, this depends strongly on each
company’s experiences in the past few years. (“Out of
trouble came discipline,” observed an interviewed board
member.) However, the sense of urgency is often driven
by the breadth of experience of each individual director—
those active on multiple boards see the diversity of
approaches, and tend to be more concerned.

While some boards were successful in rapidly implementing certain actions to expedite progress in this area, those
companies that have significantly upgraded their approach
in recent years almost universally report a long journey,
involving the full board and top management.

Notable Practices across Business Sectors
Some common themes emerge from the practices
of boards with the most effective risk oversight.2 In
particular, those boards take the following 10 actions:
1. Assign the responsibility of risk oversight to the full
board and the burden of risk oversight to the right
committee(s) Regardless of the activities of specific
committees, the full board is responsible for overseeing
risk taking by the company. Because of the potential
implications of certain risk events on shareholder value,
risk oversight has moved to the core of the board’s
fiduciary duties; all directors need to be engaged and
participate in discussions about managing specific risks,
as well as about ensuring that the company’s risk management program is thorough and effective. “We are all
collectively responsible for risk,” said a board member.
The bulk of the risk oversight workload (e.g., reviewing
risk reports, conducting preliminary meetings with
management to “digest” data and generate insights) is
often allocated to the audit committee, even though some
boards assign this task to their finance committee or risk
committee and some split it among several committees
and have each of them report on the risks in its own scope
(e.g., compensation committee reporting on compensationrelated risk and the risk behavior that may result from
stock options and other short-term incentives, as now
required under the new SEC rules on enhanced disclosure).
“The workload was growing and we felt we needed to
reallocate resources properly, so we shifted our risk process
from the audit committee to the finance committee.”
It is important that whichever committee is responsible
for the integrity of the process takes a forward-looking,
business-focused approach. “Audit committees tend to have
a checklist approach to risk oversight, which is dangerous;
not enough prioritization, not enough of a business angle.”
“Our audit committee runs the process, but it is different
in flavor from the typical audit review role.”
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The Conference Board has published guidance on practical developments
in risk oversight. See, for example, Matteo Tonello, Emerging Governance
Practices in Enterprise Risk Management, The Conference Board,
Research Report 1398, 2007.
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2. Consider the full breadth of material risks that can
impact the company Less effective boards focus only
on a narrow set of risks (e.g., financial and/or operational
risks). Far too frequently their review does not extend
beyond familiar ground. In contrast, the most effective
boards cast a wide net and take a variety of “risk lenses”
to look at the business (e.g., regulatory risk, stakeholder
risk, country risk, demand risk, reputational risk, competitive risk, human resources risk, etc.) While quantifying
and comparing these risks can be challenging, it is this
process that minimizes hazardous blind spots. Some boards
go even further and also look outside the boundaries of
their own organization. “We look at a much broader
selection of risks than we used to.” “We benchmark
against a range of companies to make sure we think
about risks broadly.”
3. Push for a deep understanding of the key risks
Boards sometimes fall into the trap of skipping too
quickly past the known “big risks” and looking to
uncover risks they are not aware of. Yet important
surprises can often result from revisiting the analysis of
those big risks with which the company believes it is
already very familiar, including consideration of the
impact on competitors and the full value chain. The
board should seek the required training, external advice,
and tools (e.g., risk reports) that it needs to fulfill its risk
oversight responsibilities. “Every month, we go through
one risk in depth.” “We spend a lot of time reviewing the
numbers and understanding risk processes: where the
key numbers come from, how they get into the reports.”
4. Secure the right expertise on the board Understanding
risk requires having the right experts around the table.
In addition to specialists in the risk management process,
this means securing access to expertise in the key risks
the company faces (e.g., financial experts who can
appreciate the consequences of sudden fluctuations in
exchange rates, security experts who are familiar with
issues of corporate defense and crisis management, etc.).
The board should be populated with (or have otherwise
access to) a diversity of people who, because of their
backgrounds and qualifications, can get to the bottom
of the issues and communicate their insights to their
fellow directors. “Every board member has his or her
own opinion—that is a good thing.” “Transformation of
our risk approach was driven by two board members
with risk experience elsewhere.”
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5. Nurture a healthy tension borne by diversity
Effective risk oversight is often about constructive
challenge. It is healthy for an organization to maintain
an active debate on risk and reward between staff and
operations, whose perspectives on risk issues may differ.
For instance, the chief legal officer naturally has different
preoccupations than the chief operating officer, since the
CLO may be more sensitive to certain issues of compliance
risk in day-to-day operations. The same consideration
applies to different board members with different
backgrounds. “The biggest change we made in risk
management over the last few years is focusing on
having the most diverse board possible.”
6. Engage the broad management team It is critical for
the board to interact with members of the management
team about the risks those individuals are managing—
and are therefore in the best position to understand.
Effective risk oversight does not end with knowing what
the vice president in charge of risk management is doing;
instead, it is about a broad selection of people engaged in
the risk management program, from senior executives to
functional managers and risk owners at the business unit
levels. “The board needs to interact with management in
an open manner, not just hear what has been rehearsed
three times.”
7. Embed risk discussions in all key board processes
While risk oversight is a responsibility of the board
of directors, risk-taking permeates the whole business.
In particular, risk needs to be considered for any major
decision that the board evaluates—not as an afterthought
the next time risk oversight is on the agenda. Indeed,
many boards increasingly view risk oversight as a “subitem of the strategic planning agenda,” as well as of other
board agendas (e.g., related to compensation, environment,
safety, regulation, etc). “The language of risk is embedded
in strategic decisions.” “Every initiative presented to the
board concludes with a simple page with three-to-four
bullets on the key risks.” “Just this year, we started
looking at risk and strategy in an integrated manner.”

w w w. c o n fe r e n c e b o a r d. o r g

8. Avoid the “bureaucratic trap”—more substance, less
process Many boards have fallen into the trap of relying
too much on the risk management process and not getting
involved in the substance. While the initial motivation to
set up a risk management process may be to comply with
regulation and listing requirements, the result needs to be
fully embedded in the management of the business—not
an overlay process owned by support staff. “The danger
is to get caught in the process and miss the real issues.”
“When you ask an executive to go in depth on a specific
risk and you get a blank stare, you know risk management
has become too bureaucratic.”
9. Make risk management actionable, not just an
exercise Making risk management an integral part of the
day-to-day management of the business requires a risk
management process that is actionable. Risk discussions
at the board level need to end with an action plan and
owners assigned to each action. At the next risk discussion,
there needs to be a follow-up on what was decided
previously. “Follow-up is critical—managers come back
to the board and are asked ‘tell me what you have done’—
it is more than just a plan.”
10. Take ownership of improving risk management in
the organization This ownership should cover both
risk-related processes as well as organizational risk
culture overall. Organizations that have succeeded in
truly transforming their risk management function have
usually done so through board insistence, or at the very
least with the board’s energetic support. “To make risk
management a success at our company the board had
to get involved—we never gave up.”

Emerging Practices from
Leading Financial Institutions
Given the dramatic individual as well as systemic
failures in the financial sector during the recent crisis,
there is some skepticism at highlighting elements of
financial institution risk oversight as best practices.
“Don’t tell me I can learn something from banks’ risk
management approaches.” However, banks do have
the longest legacy of systematic risk oversight (with
well-defined board involvement), and are currently
very active in adapting their oversight mechanisms in
response to the crisis.
Just as in other sectors, the approach of boards of
directors and their levels of sophistication varies.
However, several interviewees indicated that the impetus
for change on their non-financial boards has come from
directors who are also active on the boards of banks.
“Our risk transformation has been prompted by two
new board members from a major European bank.”
Over time, the following practices, even though they were
not highlighted directly by the non-financial company
directors interviewed for this study, are expected to
become part of what is considered “best-practice risk
oversight” across all sectors.
1. Stress test the business Most financial institution
boards are now driving the adoption of enhanced stress
testing capabilities as an integral part of risk oversight.
However, while many non-financial companies did
perform some ad hoc stress tests during the financial
crisis (on cash and liquidity, in particular), few boards
continue to ask meaningful questions on what would be
the impact across the whole business of significant
macroeconomic effects or extreme operational events.
These are not academic questions—differences in impact
between different companies in the same industry can
affect the organizations’ ability to survive in a crisis as
well as their ability to profit from opportunities.
2. Define risk appetite Many financial institution boards
are explicitly revisiting the notion of “risk appetite.”
Risk appetite refers both to an absolute measure of quantity
of risk taken and the risks the company chooses to take.
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Well-performing non-financial boards address these issues
indirectly, of course, in the context of overall business
strategy decisions. (See “Embed risk discussions in all
key board processes” on page 3.) A select few, however,
have tried and found value in explicitly debating overall
risk appetite and choice of risks as well. This discussion
culminates in a “risk appetite statement,” which guides
both the board and management in defining risk limits
as well as shaping major business decisions. This risk
appetite statement may even be shared externally as part
of stakeholder communications.
3. Consider the risk effects of executive compensation
Executive compensation is a core board responsibility.
The crisis and its political and regulatory aftermath have
highlighted the linkage between executive compensation
and risk culture, which is particularly acute in the financial
services sector. As a result, boards of directors of financial
institutions are now taking an increasingly integrated
view of the two matters. Only a few non-financial
companies can aspire to define true “risk-adjusted”
performance metrics and incentives, but it is important
to consider the interplay of short-term and long-term
management incentives and risk-taking behavior.
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Conclusion
Undeniably, risk oversight is a complex but important
part of the responsibilities of corporate directors. There
is no unique prescription to the correct way to establish
a risk management program, and approaches currently
in use vary widely. In particular, one lesson that recent
events have brought home is the importance for any board
(and management team) to stay on its toes, no matter how
well evolved their risk oversight. Indeed, even boards at
the forefront of risk oversight recognize that surprises can
continue to happen and that resilience and adaptability
remain critical. “None of us [are] confident that we have
truly captured all the major risks.” “We know we tend to
fight the last war, not the next one.”
For all these reasons, all directors are encouraged to
remain abreast of emerging practices in the field and
consider whether they would help their companies.
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