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Hypothetical catastrophe-
level cyberattack on US energy
plants could cost economy
$1.9 trillion over 6 years

Share of nation-state
cyberattacks
targeting critical
infrastructure grew
from 20% to 40%

94% of businesses
larger than 100
employees
experienced a
cyberattack in

over 2021 2022
Global Organizations

cost of cybercrime
predicted to hit
$8 trillion in 2023

experienced an 81%
increase in cyber
threats during the

pandemic
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Securing America’s Infrastructure

SOLUTIONS FOR AN ERA OF EVOLVING CYBER THREATS

Increase collaboration

® Update and strengthen
CISA's* role as national
cyber coordinator.

® Implement and harmonize
cyber incident reporting
standards.

® Require updates to sector
plans to shorten remedial
time and review supply
chains of critical sectors.

® Partner with allies on
international cyber

norms.
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COMMITTEE FOR ECONOMIC DEVELOPMENT

THE PUBLIC POLICY CENTER OF
THE CONFERENCE BOARD

Strengthen resiliency

® Fund implementation of
the National Cybersecurity
Strategy.

@ Expand cyber resources
to smaller firms.

@ Define systemically
important entities.

® Develop minimum cyber
standards for critica
sectors; encourage
broader private-sector

adoption and collaboration.

® Boost research funding
and assess Al use in
critical systems.

@ Invest in building a
cybersecurity workforce.

*Cybersecurity and Infrastructure Security Agency
Source: The Conference Board, 2023
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