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DOGE Access to
Federal Payment
Systems

As part of the new Administration’s review of Federal spending, two
staffers affiliated with the US DOGE Service (also known as the
“‘Department of Government Efficiency” (DOGE)) have received
access to several payment systems that distribute trillions of dollars
in Federal spending every year. While Congressional Republicans
remain supportive of DOGE's broader mission, Democrats and
outside stakeholders have raised privacy and security concerns,
called for investigations, and submitted legal challenges.

Key Insights

e The Treasury Department’s Bureau of Fiscal Service (BFS) directs the issuance of
approximately $6 trillion in annual payments for Social Security, Medicare, veterans’
benefits, Federal tax refunds, and interest payments to bondholders of US debt.

 DOGE-affiliated staffers have gained access to the BFS’s payment systems as part of
DOGE’s campaign to assess Federal spending and reduce fraud, waste, and abuse,
alarming Democrats and prompting legal challenges due to the sensitive personal and
financial information stored in this and other payment systems.

o The debt ceiling has not been increased or suspended since the start of the calendar
year; flows through Treasury payment systems have implications for when the Federal
government will reach the “X” date and potentially default on the US national debt.

« Inrelated news, the House and Senate Budget Committees are marking up their draft
budget resolutions to advance the President’s legislative agenda after weeks of internal
negotiations among Congressional Republicans.
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Background

The President established DOGE to review regulations, expenditures, and the potential to
restructure Federal agencies as part of a broader effort to transform the Federal government,
implement significant spending cuts, and reduce fraud, waste, and abuse. For each Federal
agency, the Executive Order directs agency heads to host a DOGE team of at least four
employees, typically a team lead, engineer, human resource specialist, and attorney. Elon Musk
of X has been designated as a special government employee and leads the DOGE effort.

One of the strategies staffers affiliated with the DOGE effort have pursued is examining and
potentially gaining control over the Federal Information Technology (IT) systems that serve as
the “pipes and plumbing” of the Federal government. An IT system of particular importance is
the BFS within the US Treasury Department. This little-known bureau is responsible for
distributing 90 percent of the nearly $6.8 trillion in payments the Federal government issues
annually. While the Defense Department and the US Postal Service have the authority to issue
payments on their own, the BFS directs the issuance of Federal tax refunds, Social Security
benefits, Supplemental Security Income benefits, veterans’ benefits, Medicare payments,
payments to holders of Federal government debt, and Federal salaries and grants.

In general, Federal agencies provide computer files of intended payments to the BFS, which
then verifies whether any recipients are prohibited from receiving government funding and
performs other quality control checks. In particular, BFS manages the Payment Automation
Manager and the Secure Payment System, along with the Automated Standard Application for
Payments that is partly used to pay government grants and non-profit organizations. After BFS
authorizes these payments, the Federal Reserve makes the payments to individuals, state
governments, businesses, contractors and other recipients. Given the sensitive nature of the
bank account, Social Security, and other personally identifying information required to make
these payments, access to these Treasury payment systems has historically been limited to a
few career civil servants within BFS. These systems also operate on legacy computer
programming languages that require specialized experience to edit, which makes them fragile to
unintended coding errors with cascading impacts on other government operations.

DOGE Access and Reaction

On January 31, former acting Treasury Secretary and longtime career official David Lebryk
resigned, reportedly concerning disagreements with DOGE on affiliated staff access to BFS
payment systems. The next day, newly confirmed Treasury Secretary Scott Bessent reportedly
authorized two DOGE-affiliated staff to have access to Treasury payment systems: Tom
Krause, CEO of Cloud Software Group, and Marko Elez, a 25-year-old engineer who has
worked at Musk’s SpaceX and X (formerly Twitter).

Alarmed by these media reports of outside employees gaining access to these systems,
Democrats called for investigations. In a letter to Secretary Bessent, Senator Ron Wyden (D-
OR), ranking member of the Senate Finance Committee, said, “To put it bluntly, these payment
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systems simply cannot fail, and any politically motivated meddling in them risks severe damage
to our country and the economy.” Over 150 House Democrats signed a similar |letter. Senator
Elizabeth Warren (D-MA) also said, “[It] is extraordinarily dangerous to meddle with the critical
systems that process trillions of dollars of transactions each year.”

In response to these criticisms, Musk focused on improper payments and fraud, which the
Government Accountability Office has estimated cost the Federal government hundreds of
billions of dollars annually. On X, Musk wrote, “The @DOGE team discovered, among other
things, that payment approval officers at Treasury were instructed always to approve payments,
even to known fraudulent or terrorist groups. They literally never denied a payment in their
entire career. Not even once.” Congressional Republicans also largely remain supportive of
DOGE'’s purpose and mission, though a few are beginning to raise targeted concerns about
funding freezes affecting their constituents.

Outside Congress, stakeholders have begun legal challenges to DOGE staff access to Treasury
payment systems. Federal government employee unions led by the Alliance for Retired
Americans have sued Secretary Bessent for authorizing DOGE-affiliated staff to access BFS
payment systems, claiming that the personal data of Federal employees may have been
exposed and the access violates Federal privacy laws. Nineteen Democratic state Attorneys
General also filed a similar suit, citing privacy concerns and the risk of the disclosure of
sensitive and confidential information.

On February 5, the Department of Justice entered into a temporary agreement with a District
Court Judge to limit access only to Krause and Elez “as needed” on a “read-only” basis.
However, other District Court Judges have blocked political appointees and special government
employees like Krause and Elez from accessing the BFS payment systems, only exempting
Secretary Bessent and other Senate-confirmed senior department leaders from their ruling after
pushback from the Administration. Elez resigned last week due to racist social media posts
uncovered by The Wall Street Journal, though Musk seeks to re-hire Elez. As these legal
challenges continue, five former Treasury Secretaries have highlighted their privacy,
cybersecurity, national security, and constitutional concerns with DOGE’s approach and the
Administration’s attempt to freeze Federal funding appropriated by Congress.

Conclusion

The Treasury payment systems managed by BFS have an important connection to the debt
limit. The President suggested in an interview before the Super Bowl that Musk’s team has
found “irregularities” in the Treasury payment systems, concluding that the US national debt
may not be as high as the Treasury Department claims. Congress also failed to increase or
suspend the debt ceiling at the start of this year, leading to the Treasury Department performing
“extraordinary measures” to ensure the Federal government does not default on the national
debt. The Treasury Department must be mindful of how much cash it has with the Federal
Reserve to continue issuing interest payments to bondholders of US Federal government debt.
Stopping or freezing payments within the Treasury payment systems, reportedly declining to
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issue payments for funds appropriated by Congress, or seeking claw back of monies already
disbursed could increase the amount of cash on hand for the Treasury Department and extend
the “X” date when the government officially defaults on the debt. However, any error with
modifying the code underlying these systems could jeopardize payments to bondholders,
potentially causing a government default with devastating impacts to the US economy and
financial markets.

Debate over access to Treasury’s payment systems is directly related to overall questions on
Federal spending and the Federal budget as the March 14 end of the current continuing
resolution funding the government approaches. This week, the House and Senate Budget
Committees released their draft budget resolutions, which the committees will mark up. The
House budget resolution adopts a one-bill approach for the President’s legislative priorities of
tax cuts, spending reductions, and increased funding for defense and border security. The
resolution includes a floor of $1.5 trillion in spending cuts, a ceiling of $4.5 trillion in tax cuts,
and an increase in the debt ceiling of $4 trillion. The resolution allocates more than half of the
spending cuts ($880 billion) to the House Energy and Commerce Committee, which has
jurisdiction over Medicaid and the Supplemental Nutrition Assistance Program (SNAP).

The Senate’s version of the budget resolution utilizes a two-bill approach for the President’s
legislative priorities, with a slimmed-down bill focusing first on increased defense spending
($150 billion) and border security funding ($175 billion) to be offset by other spending reductions
and new revenues. Under the Senate’s plan, extensions of the expiring provisions of the 2017
Tax Cuts and Jobs Act and other tax cuts would be included in a separate bill later this year.
The two chambers will eventually have to negotiate and agree to one legislative strategy for
budget reconciliation before beginning the difficult work of filling in the details of specific
spending reductions and tax cuts. It remains an open question how much the work of DOGE will
inform Congress’ work on the budget by the March 14 deadline.
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